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SEATTLELAB SOFTWARE LICENSE

1. GRANT OF LICENSE. This SeattleLab License Agreement (“License”) permits you to use one copy of SLnet

(“SOFTWARE") on any single computer, provided the SOFTWARE is in use on only one computer at any time. If you have multiple
licenses for the SOFTWARE, then at any time you may have as many copies of the SOFTWARE in use as you have licenses. The
SOFTWARE is “in use” on a computer when it is loaded into the temporary memory (i.e., RAM) or installed into the permanent
memory (e.g., hard disk, CD-ROM, or other storage device) of that computer, except that a copy installed on a network server for
the sole purpose of distribution to other computers is not “in use.” If the anticipated number of users of the SOFTWARE will exceed
the number of applicable Licenses, then you must have a reasonable mechanism or process in place to assure that the number of
persons using the SOFTWARE concurrently does not exceed the number of Licenses. If the SOFTWARE is permanently installed
on the hard disk or other storage device of a computer (other than the network server), and one person uses that computer more
than 80% of the time it is in use, then that person may also use the SOFTWARE on a portable or home computer.

2. COPYRIGHT. The SOFTWARE is owned by SeattleLab or its suppliers and is protected by United States copyright laws and
international treaty provisions. Therefore, you must treat the SOFTWARE like any other copyrighted material (e.g., a book or
musical recording) except that you may either (a) make one copy of the SOFTWARE solely for backup or archival purposes, or (b)
transfer the SOFTWARE to a single hard disk provided you keep the original solely for backup or archival purposes. You may not
copy the written materials accompanying the SOFTWARE.

3. OTHER RESTRICTIONS. This SeattleLab License Agreement is your proof of license to exercise the rights granted herein and
must be retained by you. You may not rent or lease the SOFTWARE, but you may transfer your rights under this SeattleLab
Agreement on a permanent basis provided you transfer this License Agreement, the SOFTWARE, and all accompanying written
materials and retain no copies, and the recipient agrees to the terms of this Agreement. You may not reverse-engineer, decompile,
or disassemble the SOFTWARE. Any transfer of the SOFTWARE must include the most recent update and all prior versions.

LIMITED WARRANTY

SeattleLab warrants that the SOFTWARE will perform in accordance with the accompanying written materials for a period of thirty
(30) days from the date of receipt. Any implied warranties on the SOFTWARE are limited to thirty (30) days. Some states do not
allow limitations on duration of an implied warranty, so the above limitation may not apply.

CUSTOMER REMEDIES. SeattleLab’s entire liability and your exclusive remedy shall be, at SeattleLab’s option, either (a) return
of the price paid or (b) repair or replacement of the SOFTWARE or hardware that does not meet SeattleLab’s Limited Warranty
and that is returned to SeattleLab with a copy of your receipt. This Limited Warranty is void if failure of the SOFTWARE has
resulted from accident, abuse, or misapplication. Any replacement SOFTWARE will be warranted for the remainder of the original
warranty or thirty (30) days, whichever is longer. Neither these remedies nor any product support services offered by SeattleLab
are available for this USA-version of the product outside of the United States of America.

NO OTHER WARRANTIES. SeattleLab disclaims all other warranties, either express or implied, including but not limited to
implied warranties of merchantability and fithess for a particular purpose, with respect to the SOFTWARE and the accompanying
written materials. This limited warranty gives you specific legal rights. You may have others, which vary from state to state.

NO LIABILITY FOR CONSEQUENTIAL DAMAGES. In no event shall SeattleLab or its suppliers be liable for any damages
whatsoever (including, without limitation, damages for loss of business profits, business interruption, loss of business information,
or other pecuniary loss) arising out of the use of or inability to use this SeattleLab product, even if SeattleLab has been advised of
the possibility of such damages. Because some states do not allow the exclusion or limitation of liability for consequential or
incidental damages, the above limitation may not apply.

U.S. GOVERNMENT RESTRICTED RIGHTS

The SOFTWARE and documentation are provided with RESTRICTED RIGHTS. Use, duplication, or disclosure by the Government
is subject to restrictions as set forth in subparagraph (c)(I)(ii) of the Rights in Technical Data and Computer Software clause at
DFARS 252.227-7013 or subparagraphs(c)(l) and (2) of the Commercial Computer Software--Restricted Rights at 48 CFR 52.227-
19, as applicable. Contractor/manufacturer is SeattleLab.

This agreement is governed by the laws of the State of California. For more information about SeattleLab’s licensing policies,
please contact SeattleLab’s Customer Service at (949) 428-9330 or email: info@seattlelab.com.
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SLnet

Preface - About This Manual

We are very interested in improving SLnet documentation and welcome all criticisms and suggestions for
improvement.

This email address should only be used for issues relating to documentation, not for general technical questions.
(Tech support email should be addressed to slsupport@bvrpusa.com.)

SLnet Documentation
SeattleLab.

17310 Red Hill, Suite 200
Irvine, CA 92614

Phone: (949) 428-9330

Fax: (949) 428-9331
Technical Support: (949) 428-9330
Email:  support@seattlelab.com

Assumptions of this documentation

This documentation assumes that you have some familiarity with the basic Windows user interface: that you know,
for example, how to select an item in a list box, what a program group is, and how to double-click. We have tried
not to assume further knowledge—for example, knowledge of the Telnet protocol.

To use much of the material in this documentation, you must have administrative privileges on your Windows NT/
2000 system; you must either have logged on under the user name of Administrator or be a member of the
Administrators user group. It is assumed that if you have these privileges you also have a basic acquaintance with

the essentials of Windows NT/2000 administration. Windows NT administration fundamentals are covered in the
Windows NT Resource Guide.

Typographical conventions of this manual

Italic type is used for items and text that may appear on your computer screen.
For example: To stop the service click Stop. To restart the service, click Start.
Text you will be instructed to enter will appear in the Cour i er font.
For example: Type: I nstal | .
Important notices will be displayed entirely in bold text.

For example: Note: Changes made in the Service tab will not take effect unless you click Apply or stop
and restart the SLnet service.

1 Preface - About This Manual
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SLnet and Windows Security

SLnet abides by all Windows security features. It does not alter nor change any security settings or privilege levels
set by normal Windows mechanisms.

When a Telnet user logs into your system via SLnet, he or she must be a valid user that you or another
administrator created using the Windows User Manager or Active Directory Manager. SLnet sets that

user’s process to run in the security context appropriate to that user. The user then has exactly the same privileges
he or she would have on your machine if they sat down in front of it and logged in on the console by pressing the
CTRL ALT DELETE keys.

Windows allows you to grant or withhold privileges on a user-by-user basis to every object on the system.

Using Windows Explorer, for example, you may choose which individual users can have access to any given file
you create. SLnet abides by these exact same access restrictions. It does not and cannot alter any privileges set
by Windows.

SLnet and Windows Security



SLnet

SLclient32

SLclientis a fully featured, secure 32-bit Telnet client for Windows. It is available from the Start menu
by clicking Start > Programs > SL Products > SLnet > SLclient.

§z SLClient32 Secure - [localhost]
Em Connect Yiew Bemote Commands Window Help -2 =l
ELEE

Wlelcome to Seattle Labh SLnet RF on SERUVERL.
Use Color Codes? _

i3

Ready HUM |SCRL

SLclient
Secure Logon Capabilities

SLclient32 provides secure logon for SLnet users. When a user enters his or her user ID and password, SLclient32
encrypts them and sends them to SLnet where they are decrypted. This allows complete security when sending
IDs and passwords over the Internet. While anyone with the right equipment can still intercept logon information
when sent over the Internet, they will not be able to read it because the information is encrypted.

In a standard dialup Internet connection using Point-to-Point Protocol (PPP), the data is encrypted with a Point-to-
Point Tunneling Protocol (PPTP) wrapper. This encryption is a 40-bit international or standard process. Together
SLnet and SLclient32 use a stronger encryption when sending logon data; the encryption is used only for
authentication, however, not general data security.

Note: SLclient32 only works with SLnet. It will not work with any other product.

Unsecure Logon

Please note that users with the 16-bit SLclient installed on 3.1/9x machines (Windows 3.1, Windows 95 or
Windows 98 operating systems) should beware that their IDs and passwords are not encrypted.

3 SLclient32
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The only security risk you open to your system by installing SLnet is that when Telnet users who are not using
SLclient32 send passwords over their TCP/IP connection to your system, a nefarious party with a TCP/IP protocol
analyzer could watch these passwords go by and use the passwords to gain unauthorized access to your system.

In most installations this is an unlikely scenario. For example, if all your users log on from your Local Area Network
(LAN), evildoers would have to come onto your premises and physically attach a protocol analyzer to your Ethernet
cabling in order to undermine your security.

If, however, you allow Internet connections to your network, you should be aware that malicious individuals at
Internet sites between your users and you could steal your passwords and break into your system. This is the
same security risk all Internet access allows, and system administrators in this position would be advised to consult
the many excellent books on Internet firewalls in order to secure their sites against unauthorized access.

Definitions

Encryption is the process of converting a message into a ciphertext (encrypted message) using a key. The
message appears jumbled to anyone not able to decrypt it. The intended recipient then uses the same encryption
key to decrypt the message and read it.

Decryption is the process of decoding an encrypted message using the encryption key.

SLclient32 4
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SLnet and Terminal Server

SLnet has a companion product named Terminal Server that extends all the functionality of SLnet to asynchronous
terminals. When you add Terminal Server to any Windows system on your network, terminals

and other serial devices attached to that system can use SLnet to run character-based applications on your
Windows system.

By combining SLnet and Terminal Server, your users can run DOS, 0S/2, POSIX, and Win32 console applications
from dumb terminals. From their terminals, they can have complete control of the Windows command shell, just as
if they were sitting at the console of the machine.

A demonstration version of Terminal Server is available from SeattleLab’s website, located at www.seattlelab.com.

5 SLnet and Terminal Server
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SLnet Defined

SLnet is a Telnet service for Windows.

Telnet is the standard for character-based network communications. It is a part of TCP/IP, the networking protocol
of the Internet. Computer users on local area networks (LANs) and on the Internet use Telnet to connect to a
remote host and execute programs on the host.

Microsoft Windows networking supports TCP/IP, and has a built-in Telnet client, but does not have a built-
in Telnet service. This means that from Windows, you can Telnet out to run a program on other systems.
But from those other systems, you cannot Telnet in to Windows to run programs there.

SLnet provides this functionality. When SLnet is installed on your system, you can Telnet from remote systems and
run programs on your Windows system.

There are many reasons why users want to Telnet into a Windows system. Among the most popular are:

To remotely administer a Windows system

To take care of a Windows system—for example, to start and stop services—you must be at the console of that
system. SLnet provides the remote user the same power as the user at a console, so a system administrator
whose office is several floors from the server does not have to physically go to the server to restart a service.
Indeed, over a RAS connection or over the Internet, an administrator or a developer can support a Windows
system that may be physically located thousands of miles away.

To support legacy applications

With the phenomenal popularity of Windows, developers are moving applications from other platforms to
run on Windows. These older platforms almost always use Telnet to provide their interface to users. They
need SLnet to make Windows work more like the legacy platforms.

To run multiple users on a single Windows system

Windows is a multi-tasking operating system, completely capable of handling multiple users running

different jobs at the same time. But there is no way for multiple users to log onto an NT system. Only one user can
be using the system console at a time. SLnet allows multiple users to be logged on at once. One possible use of
this functionality is for multiple users to run DOS applications. With SLnet, Windows is the ultimate multi-

user DOS system.

To run jobs where they run most efficiently

As Wide-Area Networks and business uses of the Internet become more popular, many users are discovering that
the client/server model is not the most efficient architecture for every situation. If a remote client needs to run an
application that uses large amounts of data, it may be very inefficient to drag all that data over a slow link such as a
telephone wire or the Internet. It can be orders of magnitude faster to run the job on the server where the data
resides than to run it on the client where access to the data is slow. SLnet allows remote users to run their jobs on
the server rather than on the client when it makes sense to do so.

SLnet Defined 6
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SLnet Features

Access to Windows’s Common Command Shell

Users who Telnet into SLnet can have full access to Windows Common Command Shell. This command

shell is the equivalent of the DOS command prompt, with many additional features. Users can also run OS/2 or
POSIX applications from the command shell. (SLnet is completely configurable by the administrator, who can
choose to disable access to the Command Shell on a user-by-user basis.)

Direct Access to Custom Applications
SLnet offers you the power to define default custom applications for users as soon as they log in.

Security

Users run in their own appropriate security context, with all their own permissions in place, just as if they had
logged in from the main console. This completely preserves all Windows C2 security features.

Secure Logon
SLclient32 encrypts user IDs and passwords for secure logon over the Internet.

Terminal emulation

SLnet provides ANSI terminal sequences (compatible with the VT-100 and VT-220) for cursor positioning and
formatted screen handling.

Logging
SLnet leaves a record in the Windows event log every time a user connects or disconnects, along with a
record of what process the user executed and the resulting code from that process.

Integration with SeattleLab Terminal Server for Terminal Support

By connecting SLnet to SeattleLab’s Terminal Server, you can extend the complete Windows functionality to
asynchronous terminals and other serial devices. On a system with both SLnet and Terminal Server installed, a
user from a terminal connected to the Windows box can run DOS commands or any character-based
application.

Remote Administration of SLnet Telnet Server
SLnet can be remotely administered by using the Run command.

7 SLnet Features
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SLnet Requirements

SLnet requires Windows NT 4.0/2000/2003. If you need to support Windows NT 3.51 or DEC
Alpha CPU, please call SeattleLab.

Note: If you are using Service Pack 4 of NT 3.51, you must disable the Create Private Desktop option for
SLnet to function. See the section on “Service Options” for details.

The TCP/IP protocol must be installed on your system for SLnet to function properly. This protocol is included with
the Windows operating system but is not always installed on all systems. You can check if TCP/IP is

installed on your system by choosing Network from the Control Panel and then selecting the Protocols tab as
illustrated below. If TCP/IP is installed on your system it should show up in the list of Installed Network Software.

Metwork [ 7] |

Identificatinnl Services Frotocols I.ﬁ.daptersl Bindingsl

Metwaork, Protocaolz:

Add... Bemove Properties... [pdate

— Description:

Transpart Cantral Protacol/lntermet Pratacal. The defaulk wide
area netwark pratocol that provides communication across
diverse interconnected nebworkz.

k. I Cancel

Network Settings Dialog in the Windows Control Panel

The SLnet service uses only a minimal amount of system resources, requiring two megabytes of system RAM per
user logon and one megabyte of disk space in your root system directory (the directory where Windows is
installed on your system).

Each individual SLnet user will require an additional megabyte of system memory. The additional memory

requirements of specific user applications, which may consume any amount of memory, should also be taken into
account when tabulating system requirements.

SLnet Requirements 8
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SLnet is a CPU-intensive service. Monitoring virtual consoles to export changes across the Telnet interface
consumes more and more system resources as you add more and more users.

The two crucial variables, then, in determining the total number of SLnet users your Windows system can
support will be based upon a combination of your system CPU speed and memory limitations.

9 SLnet Requirements
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Installing SLnet

Before installing SLnet, you must first log on as a member of the Administrator’s user group.

To start the SLnet installation process:

If you have purchased the CD-ROM, place the disk in the CD-ROM drive, click the Start button, then Run, select
the drive that contains the media, and execute the file SETUP. EXE.

If you downloaded the SLnet self-extracting file from SeattleLab’s website, choose the Run command from either
the task bar or Program Manager, choose the directory in which the self-extracting file was saved, and execute the

file.

Welcome

Setup will display a welcome screen identifying itself as the SLnet Installation and asking you to click Next to

continue.

#2 51 net Installation

Welcome!

Thiz installation program will install SLnet BF from
Seattle Lab for the 86 [Intel] and compatibles.

Click the Mest button to start the installation process. You can
click the Exit Setup button now if pou do not want ba ingtall
SLnet at thiz time.  ¥ou may alzo click the Releaze MNates
buttan o wiew any changes or features that thiz new verzion
affers.

WARMIMG: this program iz protected by copyright law and
international treaties. nauthorized reproduction or distribution
of thiz program, or any portion of it, may result in severe civil
and criminal penalties, and will be progecuted ta the mawximnum
extent pozzible under law.

Beleaze Motesz | Exit Setup

SLnet Installer Welcome Screen

The License Agreement screen will appear next.

Installing SLnet
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1_}3.—_1 Seattle Lab License Agreement

Pleaze read the following Licensze Agreement.  Fress the PAGE
DO ke to see the rest of the agreement.
Seattle Lab License Agreement -

Thiz iz a legal agreement between you [either an individual
ar an enfity], the end user, and Seattle Lab, [ne. IF pou do
nob agree with the terms of thiz Agreement, quit all use and
delete any copies of the zoftware product fram your
equipment, return any deliveny media and the accompanying
items [including written materialz and binders or other
cohtainerz] to the place vou obtained therm from far a full
refund.

SEATTLE LAB SOFT'WARE LICEMSE

hd|
Do you accept all the terms of thiz agreement? [ vyou choose

MO, zetup will cloze. Toingtall SLnet, pou must accept this
agreement.

SLnet License Agreement Screen

SLnet

After reading the complete SLnet License Agreement, click Yes to continue the installation process.

11
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Check for New Version

If you are connected to the Internet, the SLnet installation wizard will ask you whether you want to check with
SeattleLab to ensure that you are installing the most current version of SLnet. (It is best to ensure that you are
installing the most current version.)

Note: If you are not connected to the Internet, make sure that you leave the box unchecked. Otherwise, the
installation process will trigger your dialup connection. If you have no way of connecting to the Internet,
the installation will freeze, and you will have to quit installation and start over.

If the check box is greyed, it may indicate that the TCP/IP settings for DNS are incorrect.

#2 51 net Installation

Check for New Version?

[f pou are connected to the Internet, the SLnet setup wizard will
check with Seattle Lab ta enzure that vau have the most
current verzion available.

YWhould you like the SLnet wizard to perfarm this check?

v Check For Mew Wersion

Fleaze Mote: If the checkbox iz graped, it may indicate that the
TCPAP zettings for DMS are incorrect.

Mest > LCancel

Check for New Version Screen

If you are not installing the current version of SLnet, the installation wizard will ask you whether you would like to
launch your web browser to the SLnet upgrade page.

Click Next to continue.

Installing SLnet 12
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SLnet

Unless you are downloading from SeattleLab’s website and have already provided contact information, the
installation wizard will ask you for it now. This information is not released to anybody outside of SeattleLab; it is

used to inform you of updates to SLnet.

#2 51 net Installation

Contact Information

Pleaze enter the fallowing contact information. T hiz
infarmation will be kept strictly confidential by Seattle Lab.

Email: |E mail Address

MHest >

Fhane: |F"h-:une Mumber including the country code

LCancel

Contact Information Screen

After filling in the text boxes, click Next to continue.

13

Installing SLnet



User's Guide

Enable Product

The wizard will next ask you whether you prefer to register SLnet or evaluate the product. If you already have your
serial number and authorization code, click the Register button. Then click the Enable button.

Alternatively, you may register later from the Registration tab of the SLnet Configuration Control Panel. (See the
section on Registering SLnet later in this documentation for details.)

1_}3.—_1 Seattle Lab Telnet Server Authorization

Enable Product

Select "Register' to enable the product permatnently.
Otherwize select "Evaluate’ to by Seattle Lab Telnet Server
fully enabled for 14 daps.

" Beaister [or continue your evaluation)

* Evaluate

Far information about permanently enabling [registering] this
product, zelect the check box below.

[ “izit Seattle Lab Online Store

LCancel

Enable SLnet Screen

If you wish to visit Seattle Lab’s online store at this time, check that option. The installation wizard will launch your
web browser and direct it to the store. Should you choose to pay for the product at this time, you can pay on-line
and the serial number and authorization code will be emailed to you within two business days.

Installing SLnet 14
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Evaluate Product

If you wish to evaluate the product, check the Evaluate button and the following screen will appear.

Free technical assistance is available during your 14-day evaluation period.

1_}3.—_1 Seattle Lab Telnet Server Authorization

Evaluate Product

Thank you for your interest in Seattle Lab Telnet Server.  The
zoftware has been enabled fram now until 142542007

Seattle Lab offers technical azsistance dunng your 14 Dap
evaluation.  Simply contact ug at support@seattlelab. com or
[425] 326-7050 and we'll be happy to helpl

[f you decide that pou wizh to permanently enable [register] thiz
product, either visit Seattle Lab's onling store by selecting the
check bow below ar call [425] 825-7000.

[ %isit Seattle Lab Online Staore

LCancel

Evaluate Product Screen

15 Installing SLnet
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Permanently Enable Product

Registration requires you to enter two values. The first is your Serial Number. You receive your serial number from
SeattleLab when you purchase SLnet. In most cases, it is the same as your invoice number. You should record
your serial number in a safe place because you will need it to receive technical support. The serial number consists
of numerical digits.

The second number required is your Authorization Code. (In the past, this was referred to as your Registration
Key.) This code is provided to you by SeattleLab when you pay for your copy of SLnet. The authorization code is
tied to your serial number and will not work with any other copy of SLnet. The authorization code is a string of up to
eight hexadecimal digits. Hexadecimal digits include the ten decimal digits and the letters A-F. If your code includes
these letters, you may enter them in either upper or lower case. You should record your authorization code with
your serial number. You should not need it again unless you need to completely reinstall SLnet.

1_}3.—_1 Seattle Lab Telnet Server Authorization

Permanently Enable Product

Pleaze enter wour registration information.  Be sure to keep
waur Senial Humber and Autharization Code in a zafe place.

Serial Mumnber: |.-|

Autharization Code: |.1

Evaluation Status: [Mew |netall

¢ Back LCancel

Permanently Enable Product Screen

Click Register to continue installation.

See Registering SLnet for information on how to register the product after it has already been installed.

Installing SLnet 16
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SLnet

Whether you have chosen to register the product or evaluate it, the installation wizard will now provide a
configuration screen that it has automatically filled in.

It is best not to change any of the information within the dialog boxes.

#2 51 net Installation

Configure SLnet

The SLnet zetup wizard has detected the following netwark,

infarmation abouk paur zpstem.

Lacal Host Name: |nudename.dnmain. com

Frirmary P &ddress; |1 92 168.0.5

Authorization Statues; |E:-:|:|ires an 142542001

Logaed in az "mb" from DOMAIM
[nodename. dorain. com].

LCancel

Configure SLnet Screen

Click Next to continue to the Select Components screen.
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Select Components

The Select Components screen will allow you to choose which of the SLnet components you wish to install. By
default, all components are installed. Click Next to continue.

#2 51 net Installation
Select Components
Choose which components to install by checking the boxes
below,
[+ SLnet Telnet Server 1351 k
[v SLnet Online kanual JEk
v SLeet Beagistoy Lty 28k
[v SLret Configuration Ll a4 |,
v SLnet Utilities B0 k
[v SLclient 32-bit Telnet Client 1056 k
[v ‘windows NT HTHML Help Update 4EBE k.
Dizk Space Required: 3347 k
Dizk Space Remaining: G46464 k

¢ Back i Mestr LCancel

Select Components Screen
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Destination Directory

If a previous installation has not been detected, the Select Destination Directory dialog box will open, asking you to
select the directory where you want the SLnet files to be installed. To install the application to the default location,
click Next.

Alternatively, you may click Browse to select a different destination directory. After highlighting the alternative
destination directory, click Next.

#2 51 net Installation

Select Destination Directory

Fleaze zelect the directom where SLnet files are to be installed.

"Free Dizk. Space After Install"' iz bazed on pour current
zelection of files to inztall. A negative number indicates that
there iz not enough disk. space to install the application to the
specified drive.

C:%Program Filesh5Lnet Browse...

Current Free Disk Space: BR0599 |
Free Dizk Space After [nstall: G46445 |
¢ Back LCancel

Select Destination Directory for SLnet Files Screen
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A second Select Destination Directory dialog box will open next, asking you to select the directory where you want
the SLclient32 files to be installed. Click Next to install the application to the default location.

43, SLnet Installation

Select Destination Directory

Pleaze zelect the directary where SLclient files are to be
inztalled.

"Free Disk Space After Install"' is based on vour curent
zelection of fles to inztall. & negative number indicates that
there iz not enough digk. zpace to ingtall the application to the
specified drive.

C:AProagram FilezhSLclient Browse...

Current Free Disk Space: BRO05ES |,
Free Disk Space After Inztall; B46435 |,

¢ Back

LCancel

SLclient Destination Directory

Alternatively, you may click Browse to select a different destination directory. Click Next after highlighting the
alternative destination directory.
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Ready to Install

The Ready to Install screen provides information about the selected configuration. If you wish to change any of the
information, click the Back button.

1_*3.-_; SLnet Installation
Ready te Install!

You are now ready bo install SLnet,

Click the Mest button to begin the ingtallation or the B ack
buttan ta corect the installation infarmation.

Selected Configuration:

SLnet Yerzsion: BF [Mew Install] J
D'armain Mame: domain. cam

Inztalling Service to; C:A\Program FileshSLnet

|nztalling Client to: C:5\Program FilezhS Lelient

[

¢ Back i Mestr LCancel |

Ready to Install Screen

To complete installation, click the Next button. A progress indicator (not illustrated) will appear.

If the installer detects that the SeattleLab Telnet Service is already running, it will ask you if you would like to stop
the service and perform an upgrade. You must stop the service to perform the upgrade. Click Yes to continue.
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Installation Complete

The following screen will appear upon completion of installation. To view the information being provided to Seattle

Lab, click the View button. You have the option of starting SLnet at this time by checking the Start SLnet check box.
Click the Finish button.

#2 51 net Installation

Installation Completed!

The inztallation of SLnet haz been succeszsfully completed.

Click the Finizh buttan to exit this inztallation.
v Start SLret

bz part of the installation process, the setup wizard will be
contacting Seattle Lab with inztall infarmation. 'ou may click
an “iew' bo ingpect the information being zent to Seattle Lab,

Thiz process will exfitle you to technical suppart during
evaluation and for 30 days after purchaze. Al information iz
kept stnctly confidential with Seattle Lab.

WiEw

Installation Completed Screen
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Configuring SLnet

All SLnet configuration and maintenance is performed centrally from the SLnet Configuration Control Panel. This
control panel may be accessed either directly from within the system control panel or from within the SLnet
program group. Simply double-click the SLnet Configuration icon to open the application.

Note: In order for you to configure SLnet, you must be logged on with Administrator privileges.

The SLnet Configuration Control Panel offers complete control of SLnet operation through seven different dialog
tabs: Service, Console, Users, Include/Exclude, Control, Registration, and About. The following is a brief
description of the function of each tab. In-depth documentation of the proper operation of each tab will follow later
in this manual.

e The Service tab allows you to control service access parameters.

» The Console tab is used to optimize console application performance.

» The Users tab allows you to specify valid user accounts.

* TheInclude/Exclude tab allows you to specify ranges of IP addresses that may and may not use SLnet to
connect to your system.

» The Control tab allows you to start, stop or pause the SLnet service.

» The Registration tab is used for registering or relicensing SLnet.

* Finally, the About tab provides information about SLnet and contacting SeattleLab.

Note: Changes made in the Service tab will not take effect unless you click Apply or stop and restart the
SLnet service.
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Service Options

From the Service tab of the SLnet Configuration Control Panel, you can set parameters that govern the operation
of the SLnet service.

g‘" Telnet Server

Service l I:::unscule] |zers ] [nclude £ E:-:u:luu:le] I:::untn:ull Hegistratiun] Aot ]

Clignt Qptians
b awirmum Connection Limit: {0 _%l W Allow Uszers to wait for connection
W Create Private Desklop
b axirnum Logon Attempts: (5 _%I Buert Leesl
v Infa
Telnet Socket: [23
St = REkE ¥ ‘“wammings
[+ Erors
Logaon B anner:
"Welcome to Seattle Lab SLnet AF on SERVERT. J

Current Status:

0 lzers Logged on. O Lsers W aiting

| k. | Cancel Apply Help

Service Tab

Maximum Connections

The Maximum Connection Limit field allows you to configure how many SLnet connections are allowed at any one
time. The default setting for this field is 0 (zero); this permits as many machines to connect as you are licensed for.
This also allows unlimited maximum connections. Should you wish to change the number of machines allowed to
log on, simply change the value in this field.

Allow Users to Wait for Connection

Unless the Allow Users to Wait for Connection check box is checked, all additional users over the limit prescribed
in the Maximum Connection Limit field who attempt to log on will see the message: “There are currently too many
Telnet sessions. Please try again later.” They will then be returned to the Telnet prompt.

If the Allow Users to wait for connection check box is checked, however, users will not be immediately returned to
the Telnet prompt. Instead, they will be asked whether they would like to wait until a Telnet session becomes
available. This option is enabled by default.

Create Private Desktop

In its normal operation, SLnet creates a private desktop for each individual user that logs on. A private desktop is
essentially an invisible MS-DOS console that does not appear in the main system window nor the task list. For a
user logged onto the main Windows system console, the work of SLnet users is virtually unnoticeable.
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For the SLnet user, work appears to take place on an MS-DOS console. Because Windows is a multi-
tasking operating system, it can theoretically support an infinite number of these connections.

If the Create Private Desktop function is disabled, a command window will open on the desktop of the computer
running SLnet each time a user logs onto SLnet.

The Create Private Desktop function is enabled by default.

Maximum Logon Attempts

The Maximum Logon Attempts field allows you to set the number of times the system will allow you to enter
incorrect user IDs or passwords before returning you to the Telnet prompt. The default is 5. If you leave this setting
at 5, a user has five chances to enter a correct user ID and password before being returned to the Telnet prompt. It
should be reiterated that SLnet will never take precedence over Windows own security. Therefore, if you

have activated NT’s account lockout policy and wish to avoid locking out forgetful SLnet users from your system,
ensure that the value for SLnet's Maximum Logon Attempts is never set higher than the NT value.

Telnet Socket

The Telnet Socket field allows you to set the TCP/IP socket on your machine that the SLnet service monitors for
Telnet client connections. The default is socket 23. This is the Telnet socket. Telnet services and clients use socket
23 by default. You should only need to modify this socket if you already have another Telnet service using socket
23. If you have Telnet clients that are capable of being configured to use alternate sockets, you could configure
some clients to use socket 23 to reach the other Telnet server and some clients to use an alternate socket to reach
SLnet.

Note that some sockets are reserved for other services. Internet RFC 1060 lists the assigned sockets. Excerpts
from this RFC are included on your Windows system in the following file:

Usyst enr oot % systenB2\ dri ver s\ et c\services
Here %systemroot% indicates the directory in which Windows is installed.

It is important, however, to emphasize that this is only a general guide to finding free sockets, and only
experimentation will prove that an alternate socket you choose is not in use by another service on your network.

Note: Changes you make to the Telnet Socket in the Service Options do not take effect until you restart the
SLnet service.

Event Logging

SLnet uses the Windows Application Log in the Event Viewer to keep a record of everything it does by

entering messages as events occur. By default, SLnet logs three types of events: Info, Warnings and Errors. Info
messages (such as which user logged on) are the least serious and Errors (such as your demo copy of SLnet has
expired) are the most serious. Uncheck any type of event that you do not want entered in the Application Log. (See
the section on SLnet Logging in this documentation for more information.)

Note: While the Event Viewer is used to display these messages, the database it is stored in is the
Windows Event Log.

Logon Banner

The Logon Banner is displayed when users first connect to SLnet. The banner shown is an example that displays a
brief welcome message and the software version followed by the machine name. The default banner is created
during the install process, but can be easily altered once installation is completed. The multi-line banner can be as
many as 2,048 characters long.
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Current Status

At the very bottom of this tab, SLnet’s current status will appear listing both the number of current users logged on
and the number of users waiting for a session to open.
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Console Options

The Console tab of the SLnet Configuration Control Panel allows you to set internal parameters used in the virtual
consoles created by the SLnet service. For most use, you should not need to adjust these parameters. Doing so
will change performance, latency, and throughput of SLnet and your Windows system as a whole.

When an SLnet user is running a task on a virtual console on the Windows system, the SLnet service
monitors the screen buffer of that console for changes, so that those changes may be sent over Telnet to update
the screen of the client.

If SLnet monitors these changes too infrequently, the user will experience sluggish and choppy performance. If
SLnet monitors those changes too frequently, it will consume too much of the system’s resources and reduce the
performance of the SLnet user’s task and all other tasks running on the system.

The algorithm used by SLnet to attempt to optimize these conflicting constraints is to begin polling relatively

frequently, and to poll progressively less frequently when no screen activity is detected. The parameters used by
this algorithm are those exposed in the Console tab of the SLnet Configuration Control Panel.

g‘" Telnet Server

Service LConzole l |zers ] [nclude £ E:-:u:luu:le] I:::untn:ull Hegistratiun] Aot ]

Default Conzale Time Slice; | U = Idle Timeout [Minutes]: I

Frompts...
Max Console W ait Time: | 2000 :l:

-

Time Slice Inerement; | 100 _|:I

Pricrity: |N|:|rmal

L]

Pazsthrovugh Pipe Marne: |P|PEN-"1"-|"-"|E

| k. | Cancel Apply Help

Console Options Tab

Console Time Slice, Wait Time and Increment

SLnet begins by polling at the Default Console Time Slice. If no screen activity is observed, it increases the polling
period by the value set in the Time Slice Increment field until it reaches Max Console Wait Time. Whenever screen
activity is observed, SLnet returns the polling period to the Default Console Time Slice. All times are in
milliseconds. The defaults are those pictured above.
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SLnet begins by polling every 750 milliseconds. If no activity is observed, it increases the time slice by 750
milliseconds each time slice until it reaches a maximum of 30 seconds. As soon as activity is observed, it returns
the time slice to 750.

These parameters should provide acceptable responsiveness to SLnet users as well as an acceptable load on the
system as a whole. If you wish to experiment, SLnet may be made more responsive by decreasing the Default
Console Time Slice, the Max Console Wait Time, and the Time Slice Increment. (Decreasing the Max Console Wait
Time gives you the lowest benefit at the highest cost, since it controls how many resources SLnet is consuming
when the user is not doing anything.)

You can decrease the amount of system resources SLnet consumes by increasing the Default Console Time Slice,
the Max Console Wait Time, and the Time Slice Increment. Note that if you excessively increase the Max Console
Wait Time, users may be led to believe that their process is hung.

SLnet will disregard values outside a range that allows it to function. The range is set as follows:

Parameter Minimum Value Maximum Value
Default console time slice 500 1,000

Max console wait time 500 60,000

Time slice increment 250 1,000

Priority
The Priority option allows system administrators to customize response time for users connected to the SLnet
service. In most cases, the default setting of “Normal” is sufficient.

You should be very cautious about changing the priority of your processes. It is possible to severely impact the
performance of other processes—including the Windows desktop—if the settings are not properly set.

Pipe Name

The Passthrough Pipe Name field allows you to customize the environment variable name of the main pipe used
by SLnet. The default name for this field is pipename.

SLnet works with unmodified off-the-shelf character applications by reading the console output buffer at periodic
intervals, noting any changes made in the buffer, translating those changes into a character stream, and directing
that character stream to the Telnet socket. The character stream contains ANSI escape sequences for cursor
control to correctly format the screen. This design allows SLnet to support the widest possible range of third-party
products, without requiring customers to make any modification to their software.

For customers who have the ability to modify their software, however, or who are writing new software, SLnet
provides a more direct output connection.

This connection takes the form of a Named Pipe. There are two advantages to using direct output to the named
pipe:

1. Itis more efficient, allowing given hardware to support more processes in addition to allowing for each pro-
cess to complete more quickly.
2. It allows support for non-ANSI terminal emulations.

The SLnet Named Pipe can be handled in the following way:
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When SLnet creates a process, it places the name of the pipe it creates for that process in a variable in the
process’s environment. The Pipe Name field defines the name of this environment variable. To read this
environment variable from C code, a program could call the getenv function. The name received from the
environment can then be used in a call to the API CreateFile (which in Win32 is used to open files and other

devices as well as to create them).

If your application shells out to run other applications that do not know about the Named Pipe, you should close the
pipe, and SLnet will return to screen-scraping mode. When your application regains control, it can then re-open the

pipe. The Win32 API CloseHandle is used to close the pipe:
Characters may be directed to the named pipe by calling the Win32 API function WriteFile.
The following C code sample demonstrates how to open the SLnet Named Pipe directly.

#i ncl ude <fcntl. h> /* Needed only for _O WRONLY definition */
#i ncl ude <io. h>

#i ncl ude <stdlib. h>

#i ncl ude <stdi o. h>

#i ncl ude <string. h>

voi d main (void)

{
char Pi peNane[ 256] ;
char *EnvPi peNane;
char Tenp[ 256] ;
i nt Pi peHandl e;
i nt BytesRead;

EnvPi peName = getenv (" Pl PENAVE");

/*

** the pipenane on NT is \\.\pipe\<pi penane> where <pi penanme> i s the val ue stored

**in the PI PENAME environnent variable set by SlLnet
*/

i f (EnvPi peNane) {
sprintf (PipeName, "\\\\.\\PIPE\\ %", EnvPi peNane);
Pi peHandl e = open (Pi peNane, _O WRONLY);
if (PipeHandle == -1) {

printf ("Error: Unable to open the nanmed pipe %.\n", PipeNane);

exit (-1);
}

sprintf (Tenp, "This program now controls the output to the termnal\n Type

"exit' to end.\n");

wite (PipeHandl e, Tenp, strlen (Tenp));

while ((BytesRead = read (0, Tenp, 256))) {/* File handle 0 is standard in or

t he keyboard */

if (BytesRead == -1) /* an error occurred */
br eak;
if (strnicnp (Tenp, "exit", 4) == 0) /* The user chose to exit */
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br eak;
wite (PipeHandl e, Tenp, BytesRead);
}
cl ose (Pi peHandl e);
} else {
printf ("SLnet is not running\n");
}
exit (0);

Idle Timeout (Minutes)

This option is disabled by default. You may set Idle Timeout for as many minutes as you choose, however. If there
is no activity from a client in the amount of time entered, SLnet will close the process.

Example: Suppose you cannot back up your system if there are processes running. If your users have a habit of
not logging off at the end of the day, you can set this option in order to end the processes so that you can backup

your system.

Customizable Prompts

To customize the prompts the user sees when connecting to SLnet, click on the Prompts button within the Console
tab to bring up the Customizable Prompts screen illustrated below.

Customizable Prompts

Logon Prompt;

Diomain Prampt: Idl:lmain:

Fazsword Prompt; Ipasswurd:

Mew Pazsward Prarmpt: IF'Iease enter niew passwornd

Defaulk Domain: I Fazzword Confirm Prompt: IEanirm rew passwond.

— Logon Meszages

buzt Change Paszword:

Mew Pazzsward Error:

IYDu muzt change your pazsword before

|revald Pazsward:

IErr-:ur changing paszword

Mew Paszward katch Ermrar;

ILInaI:nIe ko walidate thiz account,

IF"assw::nrds do niot match

Cancel |

Customizable Prompts Screen within the Console Tab

Logon Prompt

To change the Logon Prompt that users see when they log on, simply enter the text you wish the users to see in the
dialog box. For example, if your users are more accustomed to Unix systems, you can change the logon prompt to

“Login” in this dialog box.
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Domain Prompt and Default Domain

The Domain Prompt text box asks the user for the domain they wish to access. The user must answer the question
if you have more than one domain. If you enter the domain name in the Default Domain box, users will not see a
domain prompt of any kind, and SLnet will access the default domain automatically.

However, if your users need to access more than one domain, use the existing prompt or enter a new prompt in the
text box. In this case, make sure the Default Domain box remains empty.

Note: Enter your domain name, not your Internet domain name.

Password Prompt

Enter the prompt you wish the user to see when prompted for a password in this text box. For example, if users are
assigned a password that coincides with their employee number, you may change the prompt to read, “Please
enter employee number.”

New Password Prompt
You may change the prompt text that requests a new password from the user In this text box.

Password Confirm Prompt
You may leave the default text here or, for example, change it to “Please reenter new password.”

Logon Messages

Must Change Password informs the user that the Windows server requires them to change their
password immediately.

Invalid Password informs the user that SLnet is unable to validate their password.
New Password Error informs the user that there was an error in changing their password.
New Password Match Error informs the user that their new password was not entered correctly the second time.

Click OK when you are satisfied with any changes you have made on this screen. Click Cancel to reset the screen
to its former state.
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User Access Control

The Users tab of the SLnet Configuration Control Panel allows you to decide which users should be allowed to
connect to your Windows system via Telnet.

g‘" Telnet Server

Service] Console  Users llnclude 4 E:-:u:luu:le] I:::untn:ull Hegistratiun] Aot ]

Edit

Delete

il

| k. | Cancel Apply Help

Users Tab

All valid SLnet users are based upon existing Windows user accounts. For more information on creating
new user accounts, please see Creating Windows User Accounts in this documentation.

The only further requirement to be a valid SLnet user is that you have rights to log on locally. Essentially, if a user
can log onto the local system console, they can use SLnet.

When SLnet is first installed, the users list that appears in the Users tab will default to a configuration named
“Default.” This is the configuration that will be used for any user who logs onto SLnet but does not have a custom
profile.

If the “Default” configuration is ever removed, only individual users who have been specifically added to the SLnet
user list will be allowed to log on via SLnet.

Most system administrators will find the “Default” setting adequate. All the users the administrator has validated will
now be given SLnet access. You may, however, wish to grant access to SLnet on a user-by-user basis. To do so is
a simple two-step process:

First, if you wish only those specifically defined in the SLnet user list to have access rights, begin by removing the

default setting by highlighting Default in the user list and clicking Delete. (At this point, because no other individual
users exist in the SLnet user list, no users will be allowed to access your system using SLnet.)
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Second, to add new users for later individual modification, click New to open the Add New User window. From this
window, enter the name of any previously created system user. Each user name entered from this window will be
added to the User list. Only the users that appear in this user list will be able to access your system using SLnet.

Add Hew User |

E nter the new uzer's name

[
] I Cancel Help

Add New User Dialog

For example, if you wish to allow only Derek and Larry to access your system via Telnet, highlight the Default user
and click Delete. Then click New. When the system presents the Add New User dialog box, type Der ek in the text
field and click OK. After repeating this process once more for Larry, the revised user list will be complete. Only
Larry and Derek will have power to access the system through SLnet.

Note: In the above example, both Larry and Derek have had user accounts previously created that
Windows recognizes. User accounts on your system or in your domain, therefore, must have been
created using the Windows NT User Manager or Active Directory Manager. (See Creating Windows
User Accounts in this documentation) Nothing in SLnet bypasses Windows security. To be granted
access to your system using SLnet, a user must have first been granted access to your system by the
normal Windows mechanisms.
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Configuring User Accounts

SLnet allows you to define system access on a user-by-user basis. It also allows you to automatically customize
the start for each user. You may, for example, decide that all users are presented with the Windows

Common Command Shell or, alternatively, you may specify the shell on a user-by-user basis. You may choose to
allow Larry access to the command shell but deposit Derek directly into the main menu of your application.

To edit a user’s settings, simply highlight the user’s name in the User list box of the User tab, then click Edit. This
will produce the User Configuration screen for that particular user.

Uszer Default Configuration |

Default Shelk STEMRBOOT STEMIZACMD EXE

Startup Directony: IE:'&

Command Line: I

ANSI Version 33 [ [ Color Settings
Usze Redirection Chare I | Hee RS oo % Prompt User @

At Seroll [~ Background Forearound
konitar Child Processes W IEIa-:k j IWhite j
Lllow Redaw W
Einany Fipe [ S

Check for GUI &pps W Sample Text
ak, I Cancel | Help |

SLnet User Configuration Screen

The Default Shell field should be left as configured upon installation of SLnet. This default path allows access to the
system command shell, which is the same command prompt you see from your console when you click the MS-
DOS icon in the Main program group. Opening the command shell allows console applications to run properly as
well as giving access to the prompt in the command shell if desired.

If you would prefer that users be taken directly to your own custom application, you can specify the directory and
application in the appropriate text boxes.

The Startup Directory field is the path to the directory that the user will first appear in immediately after logging on.
For a custom application (or any application other than the command shell), enter the full path for the directory that
holds the application you wish to run.

The Command Line text box is used to enter the application that you wish to invoke. The application must reside in
the directory specified in the Startup Directory text box. Enter the filename in the text box preceded by a switch
command (/ c or / k).

Note: You must include either the / ¢ or / k switch in the Command Line text box for the application to run
properly.

For example, if you were executing the batch file t est . bat, which resided in the t est _2 directory in the t est
directory in the root of C, you would enter c: \ t est\ t est _2 in the Startup Directory text box and / ¢ t est. bat
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in the Command Line text box. Please see the cmd.exe help file for additional information about invoking
applications from the command shell.

The complete paths for both the Default Shell and Startup Directory fields must be entered in the format of either
the Universal Naming Convention (UNC) or drive letters. That is:

c:\myapp. exe is okay, and
\'\ server nane\ shar enane\ nyapp. exe is okay, but
\ myapp. exe is insufficient.

Note: In both cases the paths entered must be local. Any drive letters entered must be for non-network
drives and any UNC domains must be for local share points without security.

In the Command Line text box you can include any other parameters that would normally be included on the
command line. For example, in the above case if DI Rwere entered in the Command Line field, users would
automatically receive a directory of \users\default each time they logged on.

Additional Options

In the bottom left corner of the User Configuration window will appear seven additional user options. Each option
may be enabled or disabled by simply clicking the adjacent check box. The default installation settings for these
options are adequate for the most common use. There should rarely be any need to alter these options from there
defaults and doing so may risk SLnet system integrity.

ANSI Version 3.x

This option is used for terminal emulators supporting ANSI version 3 or better. When enabled in terminal emulators
that support version 3 this option will increase the speed of screen refreshes. If you are unsure whether your
terminal emulator supports this option, activate it and if the screen colors aren’t displayed properly, disable it. This
option will be disabled by default.

Use Redirection Chars

This option determines whether non-printable characters (characters less than 32 decimal) are mapped to
printable characters. The 32 non-printable characters will be converted to printable characters based upon the
following table. When a non-printable character is encountered, the printable equivalent will be substituted in its
place. If this option is disabled, all non-printable characters will be represented with spaces. This option will default
to enabled.

Dl 1 2 | 3]d]5 & T|E 3 0 1 12 13 14 15
Mon-Frindulie LEIE 3 |0 (o |® 3

- o @ < e
BNTEywhakent (@ * |nf*[* [$|*]o |[* |o |o Jo ! || [*
Deciral 16 |17 [1E Jae J20 [0 [a22 Ja3 Jaa Ja5 Ja6 (27 [ T2 T30 =&
Hom Prindable | o " 5 |m |1 = — v
o Prii NERNEBICEE
RNT = = ¥ (¥ ¥ I ¥ = = e W
| Eywivalend

Auto Scroll

If the Auto Scroll option is enabled, when a character is output to the last position on the screen (the 80™ column of

the 25t row), the screen scrolls up. Most Telnet clients support auto scrolling. If the Telnet client is set to perform
scrolling, the Auto Scroll option should be disabled in SLnet to prevent incorrect screen formatting. This option will
default to disabled.
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Monitor Child Processes

When this option is enabled any child processes that are spawned by the user’s primary application will also be
monitored by SLnet. With this option, SLnet can insure that all user processes are properly stopped before exiting.
It should be noted that some applications will not run if this option is enabled. If an application functions directly
from the NT system console but will not function with SLnet, disable this option. This option will default to enabled.

Allow Redraw

This option, when enabled, will clear the screen if you switch from screen scraping mode to using a custom name
pipe. This option will default to enabled.

Binary Pipe

If this option is enabled, all translation of characters in the input stream is disabled. This would be appropriate, for
example, for users writing custom communications software such as a file transfer protocol. This option will default
to disabled.

Check for GUI Apps

SLnet will function with all character-based applications. This includes, but is not limited to, MS-DOS, POSIX, and
Win32 character based applications. SLnet will not support any Windows applications with graphic user interfaces.
Normally, if a character based Telnet user inadvertently launches a Windows application, they will have no way to
control it since interaction requires a window. If this option is enabled, SLnet will notify users before opening any
Windows-based applications. User may then click the Y key to terminate the application or N to continue. This
option requires that the Monitor Child Processes option also be enabled. This option will default to enabled.

Color Settings Box

The display settings for a specific user’s terminal may also be controlled through the options found in the Color
Settings Box of the Edit Configuration screen. Here, an administrator can control background and foreground
colors for each user, as well as ANSI color usage.

To alter either the foreground or background colors for a user’s display click the appropriate drop-down menu and
select the desired color scheme. A sample of how the text will display appears immediately below. Use the two
check boxes at the top of the Color Settings box to control default ANSI color usage. These options may be
changed manually by the user after logging on.

Note: Changes made in the User Configuration window do not take effect until the next time the user logs
on.
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To create a new user account for Windows — and therefore SLnet—or to alter the rights of an existing user
account, simply open the User Manager found in the Administrative Tools program group. You must be a member

of the Administrators user group to create or alter user accounts.

i User Manager

Ueer  Policies QOptionz Help

Username Description

=] k3

Guest Builtin account for guest access to the computerdomain
£ mb Built-in account for administering the computer/domain
€ wspro_anan WehSite Guest Account  WebSite Pro default anonymous account

Groups Description

@ Administrators Members can fully administer the computerfdomain
eia¢ Backup Operators Members can bypass file security to back up files

4 Guests Users granted guest access to the computer/domain
s Power Users Members can share directories and printers

4 Replicator Suppons file replication in a domain

e | sers Ordinary users

SLnet

NT User Manager

To create a new user account, choose the New User option from the User drop-down menu. In the New User dialog

box, enter the appropriate information for the new user account.
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Mew Uszer |
Weermarme: || ok I
Full Mame: | Cancel |
Dezcrption: I Help |
Paszwiord: I

LConfirm

Pazzword: I

W Uszer Must Change Pazsword at Mext Logon
[ User Cannot Change Paszword

[T Paszword Mever Expires

[T Account Dizabled

4 43
Groups Prafile Dijalir

Windows NT New User Dialog

By default, all new users will automatically be members of the Users group that is granted access to the local
console. To change the current group membership for a new user account, click Groups to open the Groups
settings dialog.

To alter the current rights for an existing user, simply double-click the desired account found in the User Name
portion of the User Manager window. This will open the User dialog for that specific account.

To modify the rights for a user group, choose the User Rights options from the Policies drop-down menu. From this
dialog you may mix and match various system rights, such as Log On Locally, with any user group.
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Include/Exclude

The Include/Exclude tab of the SLnet Configuration Control Panel allows you to specify ranges of IP addresses
that may and may not use SLnet to connect to your system.

o Telnet Server |

Servicel I:::unsculel Ugers Include ! Exclude I I:::untn:ull Hegistratiunl Aot I

— Ihciude
4dd
Edit |
Hemayve |
e Al |
— Exclude

Add
Edlit
Eemaye

Eemomedl

[ Exclude &

| k. I Cancel | a1 Help

Include/Exclude Tab

HiE

An IP (Internet Protocol) address specifies individual systems on the TCP/IP network. Using this tab, you can
specify individual systems or ranges of systems for which SLnet access should be allowed or disallowed.

For example, if you wish to only allow SLnet access from a single system, perhaps that of the system administrator,
check the Exclude All box in the exclusion section, and, using the Add button in the inclusion section, type <t he
| P addr ess> of the single system for which SLnet access should be allowed.

Allow Access On...

i Single Machine
" Addiess Flange

==

Allow Access Dialog

If, to give another example, you wish to allow SLnet access from any system in the world other than that of a
malicious hacker who has been vexing your organization, you would use the Add button in the exclusion section to
type in <t he | P addr ess> of the system for which SLnet access should be disallowed.
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Deny Access On._.

& Single M achine
" Address Range

Cancel
|___;||___—|

Deny Access Dialog

Note: You can specify either single systems or address ranges. If you specify an address range for
exclusion, you may also specify a single address or a subrange within the excluded range for inclusion.

Include/Exclude
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Service Controls

The Control tab of the SLnet Configuration Control Panel allows you to start, stop and pause the SLnet service.

o Telnet Server |

Servicel I:::unsculel |zers I Include / Exclude  Contral | Hegistratiunl Aot I

r
r
r

j ‘- sop |
j a Pase |
10

k. Cancel a1 Help

Service Controls Tab

You can stop the SLnet service by clicking Stop. If you stop the SLnet service, the service is completely inactivated.
It is removed from memory and is no longer listening on the Telnet socket. Telnet users who attempt to connect to
your Windows system will receive a connection refusal message.

Note: You should not stop the SLnet service while SLnet users are connected to your system.

You can temporarily pause the SLnet service by clicking Pause. A yellow light (middle) indicates that the service
has been paused. When paused, all current users will be allowed to continue normally but no new users will be
allowed to log in.

You can start the SLnet service by clicking Start.

By looking at the Service tab of the SLnet Configuration Control Panel, you can tell whether the service is running.

If the service is running, the Start button will be grayed out and the green (top) light will be on. If the service is not
running, the Stop button will be grayed out, and the red light (bottom) will be on.
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Alternative Ways to Start and Stop SLnet

The SLnet service can also be controlled from the Services applet in the system control panel. In the Services
scroll box, choose SeattleLab Telnet Server. You may then start, stop or pause the service.

To set the SLnet service to start whenever the system is started, do the following: (SLnet setup sets the service to
do this by default.)

e Select SeattleLab Telnet Server from the services scroll box.
e Click Startup.

* Inthe Services startup dialog, select Automatic.

e Click OK.

e Click Close to exit the Services applet.

Hywf Profiles...

Startup Parameters:

Services |
Service Statuz Startup
Pratected Storage Starked Autornatic ﬂ
Remaote Procedure Call [RPC) Locatar bl anual Start |
Remaote Procedure Call [RPC) Service Started Autamatic
Seattle Lab POFP3 Server Autamatic Sl |
Seattle Lab Remate Adminiztration Started Autamatic B
Seattle Lab FemateM T-2000 SLSSH Automatic &l
Seattle Lab SMTP Server Started Automatic Cenr (e |
iSeattle Lab Telnet Server Automatic —
Server Started Autamatic Sl |
Spooler Started Automatic 7] =
Help |

Control Panel Services Applet
You may, of course, reverse this procedure to set SLnet to be started manually, or to completely disable the service
so that it may not be started at all.

Finally, SLnet can also be started or stopped directly from the Windows Common Command Shell. To
start SLnet from the Common Command Shell, type net start sl net. To stop the service, type net st op
sl net.

This means that if you have the appropriate privileges, you can potentially stop the SLnet service remotely from a
SLnet client. If you do so, of course, there is no way to start the SLnet service using a Telnet client.
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Registering SLnet

SLnet must be registered or it will cease to function two weeks after installation. If you did not register your copy of
SLnet during the initial installation process, you may register it later from the Registration tab of the SLnet
Configuration Control Panel, illustrated below.

[} Telnet Server

Service] I:::unscule] |Jzers ] Inn:lude;’E:-:u:Iude] Control ~ Registration l.-’-‘-.l:u:uut...]
Serial Mumber

Register | Advanced »> |

Thiz program ig regiztered for 16 Llsers

Thiz program will expire on Thursday, January 25, 2001

| k. | Cancel Help

Registration Tab

Click the Register button. The following dialog screen will appeatr.

Register...

Sernial Mumber: |E

Authorization Code: |

] | Cancel

Registration Dialog

Enter the Serial Number and Authorization Code and click OK. The number of users it is licensed for will now be
displayed in the Registration Tab under the dialog box.

Note: Please keep a hard copy of the Authorization Code in a safe place. Should you ever need to reinstall
SLnet, you will need to reenter it. Once your Authorization code is entered, it will not be displayed again.
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If you are using a demonstration copy of SLnet and wish to license it for permanent use, or if you wish to relicense
your copy of SLnet for a greater number of users, contact SeattleLab and pay the appropriate fee to receive a new
authorization code.
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The About tab of the SLnet Configuration Control Panel contains information about SLnet and contacting Seattle
Lab for technical support. This page also contains important copyright information.

T Telnet Server

Service] I:::unscule] Users ] Inn:lude;’E:-:u:Iude] I:::untn:ull Fiegistration

=P
Seattle Lab Telnet Server Configuration
=i

SLret iz a member of the Seattle Lab family of products.

Yau may alwapz find the latest versions of all Seattle Lab praducts,
support contactz, manualz and ather useful information at htkps A dwes, zeattlelab, com.

[f you received thig product from any other location,
be zure to check our site for newer versions and bug fines.

Technical Suppart;

Telephone: [425] 825-7050
Email: suppartisizeattielab. com

Coppright & 1995-2000 Seattle Lab, Inc.

W arming: this computer program iz protected by coperight law and international treaties. Lnauthaorized

reproduction or diztribution of thiz program, or ang portion of it, may result in zevere civil and criminal penalties,

and will be procecuted to the masimum extent possible under the law.

| k. | Cancel Help

About Tab

SLnet

To determine which version of SLnet you are running, click on the SLnet icon located in the upper left-hand corner
of the screen.
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Logging onto SLnet

A Telnet client can be any of a variety of devices: a process on a UNIX machine, a Macintosh running MacTCP, a
network terminal, a dumb terminal attached to SeattleLab Terminal Server (see the section on SLnet and Terminal
Server elsewhere in this documentation), a Windows terminal emulator, etc. For purposes of illustration, however,
assume it is the built-in Telnet applet (in the Accessories program group) on another machine. Most terminal
emulators that support Telnet behave very much like the Windows Telnet application.

When you initially launch the Telnet client, it is not connected to anything. You need to initiate a Telnet connection.
From some Telnet clients, you do so by typing commands at a Telnet command prompt. For many, the connect
command is either connect or open:

connect hostnane or
open host nane or
t el net host nane

Here hostname is the name your machine goes by on the TCP/IP network. This name may be resolved by a
Windows Internet Name Service, or it may be resolved by looking in a Hosts file, or you may use a raw IP address.

From the Windows Telnet client, you connect by choosing the Remote System option from the Connect
menu and typing the hostname in the text box if it does not appear in the list offered.

When you connect to a Windows system running SLnet, you will see the following prompt:

% Telnet - localhost I

Connect  Edit Temminal Help

Welcome to Seattle Lab SLnet RF on SERUER1. -
logon: |

Al 2w

Sample SLnet Telnet Session

The greeting line specifies the host name of the system to which you have attached. In the example, it is the
system named SERVERL.

The SLnet service will negotiate with the Telnet client to determine the terminal emulation type, if possible.

Note: The current version of SLnet supports only the ANSI/VT 100 terminal type.

SLnet will then pause at the logon prompt until you enter your user name. You must be a valid Windows

user on the individual system or on the domain, and you must have been granted permission to use SLnet in the
Include/Exclude tab of the SLnet Configuration Control Panel.

SLnet defaults to the domain name that the host machine is logged onto. If you wish to log onto another domain,
enter the domain before your user name, separated by a back slash (). For example, if a user named Amy wanted

to log onto the default domain, she would respond to the logon prompt this way:

logon: AMY
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If she wanted to log onto the Engineering domain, she would respond this way:
logon: ENG NEERI NG\ AWY
If you are logging on as a user who is not a member of the default domain, you may alternatively use the same
logon format, simply replacing the domain name with the machine name. For example, if Amy were not a member
of the default domain, she would respond to the login prompt this way, where Test is the name of the server:
logon: TEST\ AMY

SLnet then asks you for your password. (Nothing shows on your screen as you type the password in.)

If you have successfully logged on, you will be taken to the shell specified in the Configuration Screen for your
user. (The default is the Windows Common Command Shell.)

If your user name or password is not valid, SLnet will display the following message:
Unabl e to validate this account

It will then re-display the logon prompt. If you fail to logon correctly in the number of tries granted you by the system
administrator in the Service tab of the SLnet Configuration Control Panel, your SLnet connection will be broken.
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Exiting an SLnet Session

Once your SLnet connection is established, your Telnet client remains connected to SLnet until one of the following
happens:

* Youtype exit atthe command prompt.
* You disconnect the Telnet session.

You can do this, for example, by choosing Disconnect from the Connect menu in the Windows Telnet
applet, or by exiting the application altogether.

Note: Ending the session in this way may leave child processes running.

e The process you are running on the Windows system terminates. (This could be an intentional
termination, such as choosing Quit from a menu, or it could be an abnormal ending, such as having a
program cause an exception.)

*  Your network link is broken.

Although SLnet takes great care in an attempt to clean up after disconnections and abnormal exits, it is best to

exit cleanly whenever possible. Educate your users to exit cleanly, too. With some Telnet clients, this means
using the file exit commands rather than clicking on the “X” in the upper right-hand corner of the user interface.
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SLnet Terminal Emulation

ANSI terminal emulators lack all the keys on a PC keyboard, yet software written to be run on PCs makes
extensive use of these keys. To allow terminal emulator users to simulate the pressing of keys they do not have,
SLnet provides mapping sequences. These sequences begin with CTRL- A (A for Attention). You first press CTRL-
A, then another key, to simulate the pressing of a single PC keyboard key.

The keys that need to be simulated fall into three basic groups: Cursor keys (Home, Pg Up, etc.); ALT-Keys
(keystrokes entered while the ALT key is held down); and PC function keys.

The following chart summarizes the CTRL-A sequences used to simulate these keys. Where ellipses are used,
they indicate that the pattern set by the preceding simulation is followed. For example, to simulate Function Key 2,
you would use the same sequence as for Function Key 1, only replacing the 1 with a 2. The sequence must be
completed in less than a second, or no key will be simulated, and the sequence that you typed will be sent to the
application verbatim.

The Special Keys allow you to control processes you have generated from SLnet. It is possible from SLnet to
invoke a process of which you lose control. For example, suppose that from a terminal emulator via SLnet you type
Not epad at the command line. SLnet will invoke the Notepad applet, which is a Windows program. From your
terminal emulator, you have no way of getting input to a Windows program. The Special Keys allow you to
terminate this process.

CTRL- A p will show a process list of processes you have created. CTRL- A k will allow you to exit from the last
process on the list. (It will prompt you before doing so.)

Sequence | Simulates
Cursor Keys
CTRL-A i Insert
CTRL-A d Delete
CTRL-A h Home
CTRL-A e End
CTRL-A u PgUp
CTRL-A n PgDn
CTRL-A t Back-tab
ALT Keys

CTRL-A A ALT-A
CTRL-A Z ALT-Z

Function Keys
CTRL-A 1 F1
CTRL-A 9 F9
CTRL-A O F10
CTRL- A - (minus) F11
CTRL- A = (equal) F12

Sticky Keys (Active until second key pressed)
CTRL- A a ALT
CTRL-A c CTRL
Sticky Keys (Active until CTRL-A is repeated)

CTRL-A s SHIFT
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Sequence (cont.) Simulates (cont.)
Special Keys
CTRL-A p List Processes
CTRL- A k Close application
CTRL-R Refresh Screen
CTRL- A SPACE Refresh Screen
CTRL-A | Forced exit of application

SLnet Terminal Emulation Keys Chart

Note: The special keys affect only processes you have created. You cannot use them to list or kill another

user’s processes.

SLnet Terminal Emulation
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SLnet Logging

SLnet keeps a record of its activities by entering messages in the Windows Event Log as events occur. To
view these messages, access the Event Viewer, click Start > Programs > Administrative Tools (Common) > Event
Viewer.

The Event Viewer provides three event logs: System, Security and Application. To view event logs for SLnet, go to
the Log menu on the tool bar and select Application.

Windows Event Viewer

The key columns in the Event Viewer are the Source column, which shows the application to which the entry
relates, and the Event column, which shows the ID number for the event. A ® symbol displayed in the Event
Viewer indicates a log entry for what Windows considers a “critical error.” A blue i symbol displayed in

the Event Viewer represents an “information” log entry. A yellow © symbol represents a “warning” log entry.
SLnet writes a record in the Application Log for the events described in the Error Code Table. These events are

described in the section on SLnet Error Codes. To determine which event took place, look up the number from the
Event Viewer’'s Event column in the following Error Code Table’'s Event column.

Note: The [%1] and [%2] tags in the following examples are values that are filled in by SLnet at the time the
event is generated.

Message Examples

3. Ifthe socket SLnet is trying to use is already in use by another program the user will get an Error message.
The number 1000 will appear in the Event column, and the Error message will be: “The [%1] service could not
be started.”

4. Ifauserwho does not have permission to use SLnet attempts to log on, the number 2000 will appear in the
Event column, and the Warning message will be: “User [%1] attempted to log on with no profile. There was no
default.”

5. When a user logs onto SLnet, the number 2002 will appear in the Event column, and the Information mes-
sage for that event is: “Accepting connection from IP: [%1]. Connection Number [%2].”

6. When the Telnet service is successfully started, the number 3000 will appear in the Event column, and the
Success message for that event is: “[%1] has been successfully started.”

Note: If the user is connecting via a proxy server, the IP address will always be the address of the proxy
server rather than the client machine on the other side of the proxy server.

You may select which types of events you wish recorded in the Event Log by going to the SLnet Configuration

Control Panel Service tab. In the Event Logging box, uncheck the boxes for the types of events that should not be
recorded. The default setting is to record all three types of events.
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SLnet Error Codes

In the Error Code Table, the Event column contains the event’s ID number, the Type column specifies the type of
error and its level of importance (Error, Information, or Warning). The Error Message column contains descriptions

of the errors.

Note: The [%1] and [%2] tags in the Error Message column are values that are filled in by SLnet at the time

the event is generated. Generally speaking, [%1] tags represent applications and [%2] tags represent

machine IP addresses, although that is not always the case.

The following table explains error codes generated by SLnet. While many of these error codes are self-explanatory,

some are not. Most of these error codes pertain to the authentication security between SLnet and Windows NT/

2000.
Event Type Error Message

1000 ERROR The %1 service could not be started.

1001 ERROR Unable to find socket library.

1002 ERROR Unable to allocate memory for Socket Info Structure.

1003 ERROR An error occurred while attempting to allocate memaory.

1004 ERROR %21 has not been installed correctly. Please re-install.

1005 ERROR %1 %2 (generic)

1006 ERROR %1

1007 ERROR The user's process returned %1.

1008 ERROR Assert in file %1.

1009 ERROR Invalid registration data. The service is shutting down.

1010 ERROR The demo version of %1 has expired.

10000 ERROR The Socket error is undefined.

10004 ERROR The Socket has been interrupted.

10024 ERROR No more file descriptors are available.

10036 ERROR A blocking Windows Sockets operation is in progress.

10041 ERROR The specified protocol is the wrong type for this socket.

10043 ERROR The specified protocol is not supported.

10044 ERROR The specified socket type is not supported in this address family.

10047 ERROR The specified address family is not supported.

10050 ERROR The Windows Sockets implementation has detected that the net-
work subsystem has failed.

10052 ERROR The network has been reset.

10053 ERROR The connection was aborted.

10054 ERROR The connection was reset.

10055 ERROR No buffer space is available. The socket cannot be created.

10060 ERROR A timeout has occurred.

10093 ERROR A successful WSAStartup must occur before using this API.

2000 WARNING User %1 attempted to logon with no logon profile. There was no
default.

2000 INFORMATION | The terminal type is: %1.

2001 ERROR A connection from address %21 was rejected because it is not in the
accepted address range.

2002 INFORMATION | Accepting connection from IP: %1. Connection Number %?2.

2003 INFORMATION | IP %21 Disconnected.

SLnet Error Codes
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2004 INFORMATION | The demonstration period will expire on %1.
2005 INFORMATION | %1 user version initialized.

3000 SUCCESS %1 has been successfully started.

3001 SUCCESS %1 has been successfully stopped.

SLnet Error Codes
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SLnet Frequently Asked Questions

What is SLnet?

SLnet is a Telnet Server for Microsoft Windows. SLnet will run on Windows NT version 4.0 and Windows
2000/2003.

What applications can SLnet run?

SLnet can run character-mode applications: DOS text applications, Win32 console applications, OS/2 character-
based applications, and POSIX applications.

What applications can SLnet not run?
SLnet cannot run Windows based (gui) applications. Any applications that use a GUI will not run in SLnet.

Some Win32 applications create a second console window that is invisible to SLnet and therefore SLnet will not be
able to display their output. At this time, the only applications that do this are GNU UNIX ported utilities such as vi.

How much memory does SLnet require?

SLnet requires one megabyte of system memory for the Service and less than one megabyte of memory for each
logged-on user, plus whatever memory requirements the applications being run require.

The formula for determining how much memory is required is:

NT memory requirements + 1MB SLnet +
(IMB x Number of users)

So for SLnet running on NT 4.0 Workstation to support two users:
16MB (NT) + 1MB (SLnet) + 2 x (1MB) = 19MB

What processor is required for SLnet?

SLnet does not require any additional processing power than Windows NT/2000. However, the faster or more
processors and RAM available, the better performance you'll get. The table below can be used as a guide for what
to expect when using SLnet with various processors.

PENTIUM 133 Acceptable
PENTIUM 166 Good
PENTIUM 200 Good

As a general rule, the more CPU and RAM that the machine has the more robust SLnet will be.

What terminal types does SLnet support?
SLnet supports VT100, VT220, and ANSI terminal types.

How many user licenses do | need?

There are two kinds of licenses that you can purchase for SLnet. A single license for each user (the number of
users is decided by you) or a single license that allows an unlimited number of users. In either case, there is only
one machine (Telnet server) on which SLnet is installed, that the users can access concurrently from their
workstation.
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What is the maximum number of concurrent connections | can make to my server?

As a general rule, the more CPU and RAM that you have on your system the more connections you can make. The
following is a table that shows the approximate maximum number of connections that Seattle Lab has tested. The
Operating System, CPU, and RAM for each test are listed for reference.

SLnet RF maximum number of tested connections to a single server
Operating System CPU/RAM Connections
Windows 2000/2003 K6 2-233Mhz, 256 58 (default installation)
Megs RAM 198 with MS reg tweak (3072)*
Windows NT P Pro 200Mhz, 128 51 (default installation)
Megs RAM 206 with MS reg tweak (3072)*

* The Microsoft registry tweak involves changing a registry value. Open the registry editor by clicking Start > Run
and then typing r egedi t then clicking OK, or by using RegShell shipped with Sinet. Expand
HKEY_LOCAL_MACHINE > SYSTEM > CurrentControlSet > Control > Session Manager > SubSystems.

In the right frame you will see the list of string and DWORD values in the subsystem key. Highlight the Windows
string value and then right-click on the string name. In the popup menu, select Modify. The Edit String dialog box
will open.

The entire string value should look something like this (all one line).

%Sy st enRoot % syst enB2\ csrss. exe Cbj ectDirectory=\Wndows SharedSecti on=1024, 3072

W ndows=0n SubSyst eniType=W ndows Server Dl | =basesrv, 1 ServerD | =wi nsrv: User Server Dl -
[lnitialization,3 ServerDl|=winsrv:ConServerDilInitialization,2 ProfileControl=0Of
MaxRequest Thr eads=16

Scroll through the string until you see “Shar edSect i on=1024, 3072.”

Change the first number (1024) to 3072 and add , 3072 after the 3072 that is there by default. The string should
now look like this “Shar edSect i on=3072, 3072, 3072." Click OK to accept the changes.

The full documentation of this registry change is available in the Microsoft Knowledge Base at http://sup-
port.microsoft.com/support/kb/articles/Q142/6/76.asp.

Note: You must restart your system in order for this change to the registry to take effect.

t The SLnet registry tweak involves adding three registry values. Open the registry editor by clicking Start > Run
and then typing r egedi t and then clicking OK, or by using RegShell, shipped with SLnet. Expand
HKEY_LOCAL_MACHINE > SOFTWARE > SeattleLab > SLnet > InheritedUserSettings.

You will need to add (or modify) three registry values in this key. The three values in question are:

Use Process Mnitor

Use Process Snhapshots

Use Watch for W ndows

If these registry values are not present in the folder, right-click in the white space of the right frame and select New

> DWORD Value from the popup menu. A new value will be created in the list. Change the name of the “New Value
#1” to one of the missing value names (above). Repeat this process until all three values are present.
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You need to disable all three values by highlighting the value name (Use Process Monitor, Use Process Snapshots,
or Use Watch for Windows) and then right clicking on it. Select Modify form the popup menu. The Edit DWORD
Value dialog box will open

In the Value data text box enter 0 and then click OK to accept the changes.

Note: You must stop and restart SLnet before these changes will take effect.

Note: Although disabling some of the processes running within SLnet will free up some CPU allowing for

more connections. These changes limit some of the functionality of SLnet’s extended feature set, however,
they do not affect the normal Telnet functionality.
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SLnet Tips & Troubleshooting

How do | add users to SLnet?

SLnet uses the Windows user database, so adding users to SLnet is as easy as adding a new user via
the User Manager.

What if | can't log on to SLnet?

Make sure you have Log on Locally rights. This means you must be able to log on with the user name and
password at the machine you are sitting in front of.

If the user is a local user and not a member of the domain, you will need to specify the local machine name in the
logon line.

Be sure to include a back slash (\) between the machine name and your user name.

How can | stop a program that keeps running after | log off?

SLnet normally cleans up after your user processes, exiting all processes when you log off. If you wish to disable
this feature, you may disable the Monitor Child Processes option located in the Users tab of the SLnet
Configuration screen. This option is set on a per user basis.

Note: If you disable this feature, you will need to manage process clean-up yourself, or your system may
become littered with leftover processes.

How can | use mapped drives from SLnet?

It is important to understand that if you map a drive, the same mapping applies to ALL users. For example, if one
user has drive F mapped there is no need to map it for another. If you do attempt to map it again, your attempt will
fail. In a multi-user environment, the best practice is for the system administrator to set up the drive mappings
globally so that individual users or individual applications do not have to.

How can | print from SLnet?

Windows NT/2000 maps printer ports globally, meaning that LPT1 points to the same printer whether you are
logged in on the desktop or through SLnet. If you change the printer that LPT1 is mapped to locally on that
machine, you change it for all users who are currently logged on. Therefore, Seattle Lab recommends that the
system administrator designate specific printers to specific ports. Do not allow users the ability to change these
values.

How do | map Windows drives in Telnet?

Although Windows is user specific, the drive letters are global. If a user is logged onto the server's

desktop locally and has drives mapped to the network, anyone who logs on via Telnet should see those mapped
drives—as long as the security share permissions are set up for the user who is logging on via Telnet. If there

is no user who has logged onto the desktop locally, and a user logging on via Telnet maps a drive in their Telnet
session, any users logging on via Telnet will see that mapped drive as long as the first user is still connected. When
the first user disconnects, that drive mapping will not be available until a current user re-maps the drive. You can
also use a *.bat file to map the drive as each user logs on. SLnet's Default User Account is used when a specific
user account is not already set up. In the properties for the default user at the Command Line field you can type the
following path: / k c:\test path. bat .

The following is an example of a *.bat file:
@cho off

net use r: \\nmachi nenane\ d$
: done
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How do | create terminal or console beeps in SLnet?

Applications written on UNIX are by design able to run from any terminal, whether remote or local. Windows and
MS-DOS applications can only be driven by a remote terminal by emulating the CRT and keyboard over the remote
connection.

Because of the design of Windows, any console beeps are sent to the server via a device driver which
SLnet and RemoteNT cannot intercept.

Using the C code below, it is possible to create custom applications that support terminal beeps.

#include <fcntl.h> /* Needed only for _O WRONLY definition */
#i ncl ude <io. h>

#i ncl ude <stdlib. h>

#i ncl ude <stdi o. h>

#i ncl ude <string. h>

voi d main (void)

{

char Pi peNane[ 256] ;

char *EnvPi peNane;

char Tenp[ 256];

i nt Pi peHandl e;

i nt BytesRead;

EnvPi peNanme = getenv (" Pl PENAVE");

/*

** the pipename on NT is \\.\pipe\<pi penane> where <pi penane> is the value stored in
** the PIPENAME environnment variable set by SLnet

*/

i f (EnvPi peNane) {

sprintf (PipeName, "\\\\.\\PIPE\\%", EnvPi peNane);

Pi peHandl e = open (Pi peNane, _O VWRONLY)

if (PipeHandle == -1) {

printf ("Error: Unable to open the nanmed pipe %.\n", PipeNane);
exit (-1);

}

sprintf (Tenp, "This program now controls the output to the terminal\n
Type 'exit' to end.\n");

wite (PipeHandl e, Tenp, strlen (Tenp));

while ((BytesRead = read (0, Tenp, 256))) { /* File handle 0 is standard in or the
keyboard */

if (BytesRead == -1) /* an error occurred */

br eak;

if (strnicnp (Tenp, "exit", 4) == 0) /* The user chose to exit */

br eak;

wite (PipeHandl e, Tenp, BytesRead);

}

cl ose (Pi peHandl e);

} else {

printf ("SLNet is not running\n");

}

exit (0);

}
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How can | setup an automatic logon for all users connecting to SLnet?

Open the Registry Editor by clicking Start > Run and then typing r egedi t and then clicking OK, or by using
RegShell, shipped with SLnet. Expand HKEY_LOCAL_MACHINE > SOFTWARE > SeattleLab > SLnet.

The string values for all of the SLnet registry keys will appear in the right frame.

You need to modify (or add) the following values to the Registry Editor in the SLnet key:
Aut oLogon

Def aul t User Nanme

Def aul t Password

If the registry values are present in the SLnet key (they are by default) you will need to modify the values.

Highlight the DWORD Value labeled AutoLogon and then right-click on the string name. Select Modify from the
popup menu. The Edit DWORD Value dialog box will open.

In the Value data text box enter 1 and then click OK to accept the changes.

Highlight the String Value labeled DefaultUserName and then right-click on the string name. Select Modify form the
popup menu. The Edit String dialog box will open.

In the Value data text box enter <t he default user name> and then click OK to accept the changes.

Highlight the String Value labeled DefaultPassword and then right-click on the string name. Select Modify form the
popup menu. The Edit String dialog box will open.

In the Value data text box enter <t he default passwor d> and then click OK to accept the changes.

If any of the registry values are missing they will need to be added. Right-click in an empty area of the right frame
and select New > DWORD Value or String Value depending on the value type (see above) from the popup menu.
Enter the appropriate value name and settings as described above ensuring that all three of the registry values are
present in the SLnet key.

Note: You must stop and restart SLnet before these changes will take effect.

What do | do if | want to be prompted for terminal type when | log in?

Open the Registry Editor by clicking Start > Run and then typing r egedi t and then clicking OK, or by using
RegShell, shipped with SLnet. Expand HKEY_LOCAL_MACHINE > SOFTWARE > SeattleLab >SLnet.

The String Values for all of the SLnet registry keys will appear in the right frame.

Highlight the DWORD Value labeled Negotiate Terminal Type and then right-click on the string name. Select Modify
from the popup menu. The Edit DWORD Value dialog box will open.

Change the Base to Deci mal and then enter 817 in the Value data text box. Click OK to accept the changes.
Note: You must stop and restart SLnet before these changes will take effect.

How do | set the console window size manually?

If you are having difficulties with your Telnet client and would like to manually set the size of the console window
(especially useful for very large or small console viewing areas) you must add some registry settings referring to
negotiate about window size (NAWS).
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Open the registry editor by clicking Start > Run and then typing r egedi t and then clicking OK, or by using
RegsShell, shipped with SLnet. Expand HKEY_LOCAL_MACHINE > SOFTWARE > SeattleLab > SLnet >
InheritedUserSettings.

You will need to add (or modify) two registry values in this key. The two values in question are:

| gnore NAWS For rendering
I gnore NAWS For sub processes

If these registry values are not present in the key, right-click in the white space of the right frame and select New >
DWORD Value from the popup menu. A new value will be created in the key. Change the name of the “New Value
#1" to one of the missing value names (above). Repeat this process until both values are present.

You need to ensure that both Values are set to 1 by right clicking on the value and selecting Modify then changing
the Value Data to 1 (if necessary).

By ignoring the NAWS information for rendering you force the server to look into the registry for the console
window size information for the client. The Server does not rely on the NAWS information and sends the console
window size to the client monitor based on the registry settings in Terminal Cols and Terminal Lines. (The Terminal
Columns and Terminal Lines keys are usually kept in individual user’s registry folders.) If Terminal Cols and
Terminal Lines are both set to O the server will look in the terminal database to find the number of terminal lines and
columns based on the Terminal Type information that was passed.

By ignoring NAWS for sub processes you are forcing the Server to send the default window size that has been set
in the command shell.

Note: You must stop and restart SLnet before these changes will take effect.

How do | invoke my own application instead of being sent to the command prompt when | log in?

SLnet allows you to invoke an application when you log on or at start up if you have autologon enabled. The User
Configuration lets you run virtually any console application from the command shell at logon. There are only a few
quick steps needed to be made to accomplish this.

From the User tab of the SLnet control panel, select the desired user from the list and click the Edit button. The
User Configuration dialog box will open.

Once in the User Configuration dialog box you can add a command line command that will invoke your application.
The directions for doing so follow:

1. Do not make changes to the Default Shell text box should be configured to open the command shell and
should be left as is.

2. The Startup Directory text box should be filled with the path to the directory that contains the console appli-
cation that you would like to invoke.

3. The Command Line text box is used to enter the application that you wish to invoke. The application must
reside in the directory specified in the Startup Directory text box. Enter the filename in the text box preceded by
a switch command (/ ¢ or / k).

Note: You must include either the / ¢ or / k switch in the Command Line text box for the application to run
properly.

For example, if you were executing the batch file t est . bat, which resided in the t est _2 directory in the t est
directory in the root of C, you would enter C: \ t est\ t est _2 in the Startup Directory text box and / ¢ t est. bat
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in the Command Line text box. Please see the cmd.exe help file for additional information about invoking
applications from the command shell.
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About SeattleLab

SeattleLab develops, sells and supports the world’s most robust Web-based server software for Windows.
The company is headquartered in Irvine, CA.

Since 1992, Seattle Lab has developed exclusively for Windows. The company was one of the earliest Windows
developers, and has remained at the forefront of development ever since. SeattleLab technology sets industry
standards for performance, reliability, ease-of-use and value.

SeattleLab is available to create custom utilities or OEM versions of our software to embed in your products.
SeattleLab’s other products for Windows NT/2000 include:

SLmail—This industrial-strength Internet and intranet email server for Windows 95, 98, 2000, and NT was the first
Internet email server for Windows, and it's still the leader. No email server is more powerful, and none is easier to
use.

IT Commander—This remote administrative tool for Windows NT/2000 is based on the extremely efficient Telnet
protocol. It offers more reliability than any other remote administration package; Command Post gets through when
nothing else will.

SL Fax—With powerful communications capabilities, SL Fax Server is a complete solution for workgroups and
small/medium businesses. All the tools—fax, emalil, file transfers—that allow companies to manage internal and
external communications are integrated into SL Fax Server. A true unified messaging solution, SL Fax Server is
cost and time-effective, allowing users to send and receive fax and email files from one inbox.

SLnet RF—This Telnet server for Windows turns any Windows system into a multi-user host. SLnet
supports DOS applications and UNIX interaction and is even optimized for RF wireless devices.

Emurl—This Web-based email host for Windows NT extends all the functionality of email over the World-Wide
Web. When you install Emurl on your Web server, your users can access their email from anywhere using just a
Web browser.

SeattleLab Terminal Server—This software-based terminal server extends all the functionality of IT Commander
to asynchronous terminals. When you add SeattleLab Terminal Server to any Windows

system on your network, terminals and other serial devices attached to that system can use IT

Commander or SLnet to run character-based applications on your Windows system.

The current version of all Seattle Lab products and information about them are always available on our website,
located at www.seattlelab.com.

Technical Support

Email: support@seattlelab.com Phone: (949) 428-9330
Information
Email: sales@seattlelab.com Phone: (949 428-9330
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